
A Framework for Dynamic Hard/Soft Fusion

David L. Hall
College of Information Sciences and Technology

The Pennsylvania State University, USA
dhall@ist.psu.edu

Michael McNeese
College of Information Sciences and Technology

The Pennsylvania State University, USA
mdm25@psu.edu

Abstract - We report on the ongoing development of a
research framework for dynamic integration of
information from hard (electronic) and soft (human)
sensors. We describe this framework, which includes
representation of 2nd order uncertainty. We outline
current and planned human-in-the-loop experiments in
which an "ad hoc community of human observers"
provides input reports via mobile phones and PDAs.
Our overall approach is based on three pillars:
traditional sensing resources ("S-space'?, dynamic
communities of human observers ("H-space" and
resources such as archived sensor data, blogs, reports,
dynamic news reports from citizen reporters via the
Internet (rl-space") The sensors in all three of these
pillars need to be characterized and calibrated. In H­
space and I-space, calibration issues related to
motivation, truthfulness, etc. must be considered in
addition to the standard physical characterization and
calibration issues that need to be consideredin S-space.
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1. Introduction

The motivation for this research is the changing character
of the observational reporting in irregular/asymmetric
warfare cases where the observational capabilities and
opportunities for traditional electronic ("Hard"
henceforth) sensors is limited. This is especially related
to the urban warfare case, but this is not the only
application where soft data inputs can play a key role.
New communications methods and links between
military, local authorities, and others provide the
opportunity to create a dynamic observation resource; in
effect allowing humans to act as soft sensors.
Information can be obtained from direct human reports as
well as from open source information on the internet
(e.g., MySpace, YouTube, Facebook, eBay, Craigslist,
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Wikipedia, Blogger, Photobucket and Flikr). Robert
Lucky describes the concept of Internet based
information [1]. Lucky states, "Meanwhile, those billion
amateurs are taking pictures of everything on the planet
and placing the images on Flickr and other sites. There
are thousands upon thousands of pictures of every known
place, taken from all angles and under all lighting
conditions. Researchers are now using those pictures to
create three-dimensional images and panoramic vistas."
This information can significantly augment data obtained
from traditional sensors such as unattended ground
sensors, radar, airborne vehicles and others. Similarly,
Burke et al [2] have described the concept of
participatory sensing, in which a community of observers
might be tasked to provide information for applications
such as urban planning and pubic health.

While extensive techniques exist to combine data from
traditional sensors ([3], [4]. [5]), little work has been done
on combining human and non-human sensors. Clearly,
humans do not act as traditional sensors and their
accuracy, biases and levels of observation are quite
different than traditional sensors. On the other hand,
humans can provide valuable inferences and observations
not available from standard sensors. A good example is
the case where humans judge that a particular type of
relationship exists between some entities. Virtually no
hard sensor provides prima facia evidence of the
existence of a relationship, since hard sensors are
designed primarily to measure attributes and features of
entities. A need exists to develop techniques for
combining human supplied data with traditional sensor
data. Issues include how to quantify the uncertainty of
human data, how to model humans as sensors, how to
task humans as sources of information, and even how to
elicit information. Our research is addressing these
issues and developing a demonstration of the capability to
fuse human and sensor data in a dynamic network centric
environment including open source information available
via the Internet.
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2. Information processing chain

The general processing concept and chain of information
flow for incorporation of human reports with traditional
sensor data is illustrated in Figure 1 (which shows only
the soft data input on the left hand side). We are focusing
on a tactical type of operation in which local sensors
(e.g., ground-based sensor systems) are integrated with
regional and national sources along with human reports in
a tactical operations center (TOC).

o Associates the data to hypothesized
objects, entities and to hypothesized
situations (Data Association)

o Generates fused state estimates for both
the objects and situations and presents
them to another human, probably the S2
(State Estimation)

• In this scenario, the S2 then likely advises the S3
who may modify the reconnaissance-squad
tasking in real-time (analogous to Level 4 or
sensor management) or direct a change in
mission to deal with an emerging or imminent
threat.

3. Architectural concept

This concept can be expanded to include reports from
local non-military personnel for operations such as
humanitarian relief or disaster management. In such
cases there is a possibly-high variation in the quality of
the report input. All of these error factors and reliability
factors should be accounted for in the data fusion process
design.
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Figure 1: Notional Processing Change

Figure 1 shows:

• That the problem starts in the real-world, in
regard to whether errors of observation are
attributable to only unintentional natural errors
or to what we are calling "intentional" errors
resulting from hostile deception

• That the observational errors, as for hard
sensors, will be conditional on ambient
observational conditions but also the observers
state of mind

• That perceptual and cognitive errors will occur
in the reports generated by the set of soldiers

• That errors will also result from whatever
communication means are employed to relay
those reports to the TOC

• That the incoming report-set may be
(erroneously) reviewed by yet other humans in
the TOC as a preprocessing/pre-filtering step

• That the resulting (still-raw but filtered)
observational data will be processed by a data
fusion system that:

o Puts the data into a common frame of
reference (CR=Common Referencing)

Figure 2 illustrates the key functions for a cyber
infrastructure to support fusion of soft and hard sensors.
There are three types of inputs shown at the bottom of the
figure; (1) hard sensor data via sensor networks and
platforms, (2) reports from ad hoc observers, and (3)
input from the Internet. Each of these sources must be
characterized and processed prior to fusion. The hard
sensor data are traditionally processed via signal and
image processing techniques, creating meta data such as
feature vectors or state vectors (e.g., using feature
extraction techniques, pattern recognition, and statistical
estimation methods). Similarly, the human report
information may be processed via knowledge elicitation
techniques with meta-data generated to transform human
data such as fuzzy or comparative relationships (e.g., "I
observe an activity occurring near the Union building
involving a small group of students ... ") into well-defined
semantic terms and vector or scalar variables. In the
previous example processing might use the observer's
location, the a priori known location of the "Union
building" and the fuzzy concept of near to compute a
potential location and error ellipsoid to characterize the
location of the reported activity. Finally, the Internet
data is gathered via software agents or search engines.
There is a parallel between the processing required to
transform sensor energy collection (e.g., represented by
signals or images) into useable information, transforming
reported human observations and opinions into useful
information, and transforming data mined from the
Internet into useful information,

One aspect of our research is the development of the
metaphor of "sensor tasking", "data and information
elicitation" and "generation of meta-data" across these
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